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ABSTRACT1 
Abusability testing involves a deep analysis of how product features can facilitate or enable harms 
to users. The Mobius Project provides actionable ways to implement abusability testing as a tool for 
embedding ethics and equity principles in the product decisions, specifically as it relates to 
addressing platform abuse. We want to incorporate abusability testing widely across the tech 
sector. Our goal is to use the following tools to drive this change: 1) a community that crowdsources 
knowledge and pushes for abusability testing across the entire technology sector; 2) a database that 
maps how features relate to instances of platform abuse and harm; and  3) a framework that helps 
people implement abusability testing in the product lifecycle.  
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INTRODUCTION  

In 2018, Twitter CEO Jack Dorsey tweeted: “We have witnessed abuse, harassment, troll armies, 
manipulation through bots and human-coordination, misinformation campaigns, and increasingly 
divisive echo chambers. We aren’t proud of how people have taken advantage of our service, or our 
inability to address it fast enough.” Former Chief Technologist of the FTC Ashkan Soltani, discussed 
the need for “abusability testing” [1] – formal and comprehensive testing to see how companies’ 
tech products can be abused. We propose that abusability testing as a framework should follow the 
same level of rigor and resources as current penetration testing and PESTLE-M analysis in 
cybersecurity operations. We want to gather a community around platform abuse that will share 
knowledge, help each other build safer products, and promote awareness of platform abuse as a 
concept so the tech sector as a whole can more adequately respond to platform abuse, actionably 
incorporating ethics into their product and workflows.  

 
In this framework, we define a technology platform as any online or digital environment that 

affects humans (regardless of whether they themselves use the platform). Platform abuse is 
therefore the intentional or unintentional misuse and weaponization of technology platforms that 
result in societal harm.  

 
Knowledge about platform abuse is fragmented but there are also many structural and 

idiosyncratic reasons why platform abuse has and will continue to be an issue. Company incentives 
are not always aligned to swiftly address platform abuse, platform abuse is exponentially growing, 
and the resources are not always available for tech companies to adequately incorporate ethics and 
equity principles into their product decisions. However, if information about the ways in which 
platforms are used for social harms -- as well as potential or tested solutions -- is siloed, we can 
build solidarity and knowledge sharing amongst tech teams that are dealing with platform abuse, 
scholars, digital activists, media justice organizations, nonprofits, privacy experts, and even 
individuals who are directly harmed.   
 
THE MOBIUS PROJECT  
       The Mobius Project aims to help the technology sector combat platform abuse through: 1) a 
database of past platform abuses, 2) a framework of abusability testing, and 3) a community that 
crowdsources knowledge and pushes for abusability testing across the entire technology sector.  



 

 
 
 
Figure 1: Platformabuse.org is a knowledge 
source of tech harms and mitigations to guide 
safer product development. 
 
Pictured above is the database with three 
features selected: community forums, user 
accounts, and geotagging. Under community 
forums, there are abusability vectors listed: 
real name policy, doxxing, child sexual abuse 
material, mass downvoting, and hate speech. 
 

 
 
Figure 2: The Mobius Project is developing an 
Abusability Testing Framework. 
 
Pictured above is the following text: “Platform 
abuse is the intentional or unintentional use of 
technology that results in societal harm. We 
track abuse along 4 axes to help designers, 

      The Mobius Project is three things: a community that cares about proactively addressing 
technology-related consequences, a database that provides data-driven insights on cases of 
technology misuse and abuse, and a framework that helps practitioners walk through the design 
and engineering process with a deep consideration of platform abuse. Out three-pronged approach 
strives to change the incorporation of ethics and equity principles in product teams.  
 
Community: We are building a community of people who care about holding technology companies 
accountable and better equipped to address platform abuse. This community already exists in a 
decentralized network of researchers, practitioners, activists, journalists, and citizens. Our mission 
to formally gather, unify, and empower this community.  
 
Database: The Mobius database can be found on PlatformAbuse.org (see Figure 1). 
Platformabuse.org is a knowledge source of tech harms and mitigations to guide safer product 
development It catalogues and maps out platform abuse by product features since certain 
technology features are common across multiple platforms. PlatformAbuse.org aims to show 
technologists a list of platform abuse types and provide mitigations. This knowledge source aims to 
prioritize the concerns of people who experience the negative consequences of technology and are 
often not the ones building the technologies. We know that incidents may have occurred in 
company history, but in the midst of numerous startups and ventures, we know that cross-platform 
knowledge sharing about platform abuse is not prevalent. 
 
Framework: The “abusability testing” framework will help technologists categorize and meticulously 
archive the solutions and approaches to platform abuse that have occurred before. The framework 
lists all the potential vectors that should be considered when visualizing, predicting, assessing, and 
patching abuse vulnerabilities. We track abuse along 4 axes (features, potential harms, affected 
audiences, and known attackers) to help designers, engineers, and other technologists build 
ethically and equitably.   
 
Features – Identify how a feature (community forums, upvoting, public replies, anonymous profiles) 
can create risks for users even while facilitating more user acquisition or engagement.  
 
Potential Harms –Assess the types of harms (psychological, physical, social, etc.) that a platform 
could allow or amplify through certain features or policies.  
 
Affected Audiences – Who is harmed? Our framework facilitates thinking about marginalized 
populations – who will be disproportionately harmed or targeted based on the feature 
characteristics? How does this feature affect vulnerable or historically underserved populations, 
especially as you scale to new users? 



 

engineers, and other technologists build 
ethically and equitably. 
 
Features 
Working on a new product or feature? Search 
by feature to see what types of risks you 
should prepare for. 
 
Potential Harms 
Assess the types of harms (psychological, 
physical, and social) that your platform could 
allow or amplify, alongside effective 
mitigations. 
 
Affected Audiences 
Understand how your technology might 
affect vulnerable or historically underserved 
populations, especially as you scale to new 
users. 
 
Known Attackers 
How might bad actors use or game your 
platform? Learn more about the behavior of 
bots, scammers, and other malicious actors. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Known Attackers – Learn from past attacks and threat modelling to see how bad actors might use or 
game a platform and how easy it would be to execute such attacks based on the features of a 
platform. Understand how unintentional actors can also participate in platform abuse. 
 

CONCLUSIONS 

     Mobius’s digital tools and guidelines aim to provide a consistent and clear starting place for 
product teams to discuss abusability before problems arise instead of taking a reactive approach. 
Prior to beginning this project, we knew that there would be adoption challenges for our tool and 
community related to why platform abuse isn’t being adequately addressed today in the sector -- 
even as we aim to decrease the barriers to addressing this important problem.  
 
     Over the past year we have spoken to technologists and researchers who are enthusiastic about 
having a community that brings platform abuse to the forefront of applying ethics and equity in tech, 
engineering, business, and design. Individuals are intrinsically motivated to seek spaces where they  
can collaborate around addressing platform abuse, but they often find it difficult align this work 
within their companies. Combating platform abuse is often antithetical to the bottom line of 
increasing users and user engagement (i.e. adding friction to prevent abusers, which can turn away 
some users.  However, we are actively building a community, product and framework  that will 
provide a better measurement of platform abuse, tools for taking actionable steps to prevent 
platform abuse, and ideas to put pressure on companies to act. 
 
FUTURE WORK 
      We want to highlight how key performance metrics can suffer based a company’s inaction in 
incorporating abusability testing. When we demonstrate the losses of not addressing platform 
abuse, through user engagement and market statistics, our community members will be able to 
utilize these metrics within their companies and networks. More participation from users who have 
been affected by platform abuse can help with this goal. For example, Project Callisto [2] connects 
survivors of sexual assault confidentially and provides legal counseling. We envision that Mobius 
Project can connect people who have been negatively affected by technology and provide 
opportunities to exercise consumer power. We can be an outlet for those who have been affected 
by platform abuse, a venue for connecting with others, and options if they want to organize their 
own external pressures through legal or public means. Companies also have a chance to hear from 
those affected and we facilitate a way to close the “proximity” issue, where those affected by 
technology are often not in position to mobilize or voice their experiences.   



 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

REFERENCES 
[1] https://www.wired.com/story/abusability-testing-ashkan-soltani/ 
[2]     https://mycallisto.org/ 


